IIpuxka3 OeaepajbHOU COYKOBI 11O
TEXHUYECKOMY U IKCMIOPTHOMY KOHTPOJIIO

(®CTIK Poccun) ot 5 dpeBpans 2010 r. Ne 58
r. MockBa

«00 yrBepxkaennu Ilonoxenunst 0 Meroaax u cnocodax
3alMThl HHPOPMALMU B HHPOPMAIMOHHBIX CHCTEMAaX
MEePCOHATBHBIX TAHHBIX»

Ony6nukosano: 5 mapta 2010 r. B «Poccuiickoii razere» - @enepanbHblil Bbimyck Ne 5125
Berynaer B cuny:16 mapta 2010 1.

3aperucrpupoBan B Muniocte P® 19 despans 2010 r.
Perucrpannonnsiii N 16456

B cootBercTBum ¢ nynkrom 3 IlonoxkeHust 06 obecrniedeHnu 0€30MacHOCTH MEPCOHATBHBIX
JAHHBIX IPU UX 00paboTKe B MH(YOPMAIIMOHHBIX CUCTEMaX NEPCOHAIbHBIX JAHHBIX,
yTBepKIeHHOTO noctanoBienueM [IpaBurtensctBa Poccuiickoit @eneparuu ot 17 HOsOpst 2007
r. No 781 (CobOpanme 3akonoaarenbctBa Poccniickoit @eneparuu, 2007, N 48, ct. 6001),
NPHUKA3bIBAIO:

yTBCpI[I/ITB npujaaracMoc ITonoxenue o MCTOdaX U criocodax 3alllUThI I/IH(I)OpMaL[I/IPl B
I/IH(l)OpMaHI/IOHHI)IX CUCTEMAX NMEPCOHAIBHBIX TaHHBIX.

JAupextop PenepajbHOil CJIY:KObI 10 TEXHUYECKOMY U IKCIIOPTHOMY KOHTpOJ10 C.
I'puropos

IIpuioxxeHue

ITosi0:xeHue 0 MeTOAAX U criocodax 3a1MTHI HHGopMaui B HHPOPMALMOHHBIX CHCTEMAX
NEePCOHATbHBIX JAHHBIX

1. O01mue nmoJ10KeHus

1.1. Hacrosiiee ITonosxenue pazpaboraHo B coorBeTcTBHHU ¢ [lonoxxenuem 06 obecneueHnu
0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00padbOoTKe B MH(OPMALIMOHHBIX CHCTEMAX
NIEPCOHAJIBHBIX JaHHBIX, YTBEPKIACHHBIM nocTaHoBiIeHUEM [IpaBurenscrBa Poccuiickoin
®denepanniv OT

17 nosi6ps 2007 r. N 781 (Cobpanue 3akonoaatenbctBa Poccuiickoit @epepannn, 2007, N 48,
ct. 6001), 1 ycTraHaBIMBaET METOABI U CIIOCOOBI 3aIUTHl HH(OPMALIUH, TPUMEHSIEMbIE IS
obecrieueHns 0e30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX
CHCTEMax MePCOHANBHBIX JIaHHBIX (Jajiee - ”HPOPMAIIMOHHBIE CHCTEMBI) TOCYIapPCTBCHHBIMH
opraHaMy, MyHUIIMIIAJIbHBIMU OpraHaMu, IOPUINICCKUMUA WA (1)I/I3I/Iq€CKI/IMI/I JIMnamMu,
OPraHM3YIOIIMMH | (MJIN) OCYLIECTBIISIONIMMU 00pab0TKy NepCOHATBHBIX IaHHBIX, a TAKKE
OTIPEIEIAIOIIUMH LIEJIH U COIepKaHue 00pabOTKH MepCOHATBHBIX JaHHBIX (Jajiee - orneparop),
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WJIM JTUIIOM, KOTOPOMY Ha OCHOBAaHHMHU JIOTOBOpPA OIEPATOp MopydaeT o0paboTKy MepCOHATBHBIX
JaHHBIX (7aee - yImoJIHOMOYEHHOE JIUIIO).

B nacrosimewm [lonoxeHnn He paccMaTPUBAIOTCS BOIPOCH! 0OecneueHns: 0€30macHOCTH
NIEPCOHAJIBHBIX JJAHHBIX, OTHECEHHBIX B YCTAHOBJICHHOM IOPSAAKE K CBEICHHIM, COCTABIIIOIINM
roCy/lapCTBEHHYIO TaliHy, a TaK)Ke€ BOIPOCHI IPUMEHEHMSI KPUIITOrpaduueCKUX METOI0B U
Croco00B 3alUTH UH()OPMALHH.

1.2.K METOAdaM M crocobam 3alIUThI I/IH(i)OpMaI_[I/II/I B I/IH(bOpMaI_II/IOHHLIX CHUCTCMax OTHOCATCA:

METOJBI U CITOCOOBI 3a1TuThl HHPOpManuu, 00padaThIBAEMON TEXHUYECKUMH CPEICTBAMH
MH(POPMAIIMOHHOM CUCTEMBI, OT HECAHKIIMOHUPOBAHHOT'O, B TOM YHCIIE CIy4aifHOT0, JOCTyIa K
MIEPCOHATBHBIM JJAHHBIM, PE3YJIbTATOM KOTOPOT'O MOXKET CTaTh YHUUYTOXKCHHUE, N3MCHECHHE,
OJIOKMpOBaHKE, KOMMUPOBAHUE, PACTIPOCTPAHEHUE MIEPCOHATBHBIX JIAHHBIX, a TAK)KE MHBIX
HECAaHKIIMOHUPOBAHHBIX JICUCTBUH (J1ajiee - METO I U CIIOCOOBI 3aIUTHl HH(POPMAIHH OT
HECAaHKIIMOHUPOBAHHOTO JJOCTYIIA);

METO/IbI M CITOCOOBI 3aIUTHI pe4eBOil HH(pOpMAINHY, a TaKXKe UH(OPMAILMH, PEACTABICHHON B
BU/Ie MTH)OPMATHUBHBIX JIEKTPHUECKUX CUTHANIOB, (PU3UUECKHUX MOJIEH, OT
HECAHKIIMOHHUPOBAHHOTO JIOCTYIA K MEPCOHATLHBIM JIaHHBIM, PE3YJIbTaTOM KOTOPOI'O MOXKET
CTaTh KOIMMPOBAHKE, PACIIPOCTPAHEHHE TIEPCOHAIBHBIX JAHHBIX, @ TAKXKE MHBIX
HECAHKIIMOHHUPOBAHHBIX JICHCTBHH (1ajiee - METOBI M CIIOCOObI 3aIUThl HH)OPMAITUH OT YTEUKU
110 TEXHUYECKUM KaHaJIaM).

1.3. JInst BeIOOpa M peanu3aiii METOI0B M CIIOCO0O0B 3alIUThl HHPOpPMAIK B UH()OPMAIIMOHHON
CHUCTEME OMEPATOPOM HIIU YIOJTHOMOYEHHBIM JIMIIOM MOKET Ha3HAYAThCS CTPYKTYPHOE
MOApAa3ACIICHIE WX JOJIKHOCTHOE JTUI0 (PaOOTHHK), OTBETCTBEHHBIE 32 00ECTICUCHHE
0€30MacHOCTH MEePCOHATBHBIX TAHHBIX.

Jyis BEIOOpA M pean3aiuyi METOI0B M CIIOCOOO0B 3aIIUTHI HH(pOopManyu B HHGHOPMAITMOHHON
CUCTEME MOXET MPHUBJICKATHCS OpraHU3aIusl, UMeromias 0o(hOpMICHHYIO B YCTAHOBICHHOM
MOPSAZIKE JTUICH3UIO HAa OCYIIECTBICHUE ACSITEIILHOCTH M0 TEXHUYECKON 3alIuTe
KOH(pUACHITMATBHONU HH(pOpMAIIUH.

1.4. Bri6op u peanusamnusi METOJ0B U CIIOCOOOB 3aIUThl HHOPMALIUU B HTHPOPMALTHOHHOMN
CHCTEME OCYIIECTBIISIIOTCS HA OCHOBE OIpeJIeIIeMbIX ONepaTopoM (YHOTHOMOYEHHBIM JIUIIOM)
yrpo3 6€30MacCHOCTH MEPCOHATBHBIX JaHHBIX (MOJIENN YIrPO3) U B 3aBUCUMOCTHU OT Kjlacca
MHGOPMALIMOHHOM CUCTEMBI, ONPEETICHHOr0 B COOTBeTCTBUU ¢ [lopsiikom npoBeneHus
kiaccuuranuy HHOOPMAITMOHHBIX CHCTEM NIEPCOHABHBIX JTaHHBIX, YTBEP)KICHHBIM IPHUKA30M
OCTIK Poccun, @Cb Poccun u Munnnpopmesszu Poccun ot 13 deBpans 2008 r. N 55/86/20
(3apeructpupoBan Muntoctom Poccun

3 ampens 2008 r., peructpaunoHHsiii N 11462).

Mognenb yrpo3 pa3pabaThiBaeTCsl HA OCHOBE METOJAMYECKUX JTOKYMEHTOB, YTBEPK/ICHHBIX B
COOTBETCTBUU € MyHKTOM 2 noctaHoBieHus [IpaButensctBa Poccuiickoit deneparuu ot 17
Hos10pst 2007 r. N 781.

1.5. BeiOpanHbIe U peann30BaHHBIE METOJIBI ¥ CIIOCOOBI 3aIIUTHI HH(POPMALIUH B
MH(OPMAIIMOHHON CHCTEME JI0JKHBI 00eCIeunBaTh HEUTPATU3AIMIO TIPEATIOIAaraeMbIX yrpo3
0€3011aCHOCTH MEPCOHAIBHBIX JAHHBIX MPH UX 00paboTKe B MH(POPMAIIMOHHBIX CHCTEMaX B
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COCTaBe CO37jaBaeMOM onepaTopoM (yImoIHOMOUYEHHBIM JIMIIOM) CUCTEMBI 3aLUThI
IIEPCOHAJIBHBIX JaHHBIX.

II. MeToanl n CIOCOOBI 3allIMThI I/IH(l)OpMaIIHI/I OT HECCAHKIIHOHUPOBAHHOI'0 10CTyIla

2.1. MeTtogamu ¥ crioco6aMu 3aluThl HHPOPMAIIMK OT HECAHKIIMOHUPOBAHHOT'O IOCTYIIA
SBIISIOTCA:

peanuzanys pa3peuTeIbHON CHCTEMBI JIOMMYyCKa MoJIb30BaTelel (00CITyKUBAIOIIETO MepcoHaa)
K HH(POPMAIIMOHHBIM pecypcaM, HH(OPMAIIHOHHON CUCTEME U CBSI3aHHBIM C €€ HCIIOIb30BaHHEM
paboTam, TOKyMEHTaM;

OrpaHHuYEHUE J0CTYyIa MOJIb30BaTeNIel B TOMEIEHUS, T€ pa3MEeIeHbl TEXHUYECKUE CPE/ICTBA,
MO3BOJISIOIINE OCYHIECTBIATh 00pa00TKY MEPCOHANBHBIX IaHHBIX, @ TAKXKE XPAHATCSI HOCUTEIN
nH(pOpMaIINK;

pasrpaHMyYeHue TOCTYIa M0JIb30BaTeel U 00CITyKUBAIOIIEro NepcoHata K MH(PpOPMAallMOHHBIM
pecypcam, MPOrpaMMHBIM CpeAcTBaM 00paboTKH (Tiepeadyn) U 3alUThl HHPOpMAIIH;

perucTpanys qeiicTBuil monb3oBaTesel 1 00CTy>)KUBAIOLIETO EPCOHANIA, KOHTPOJIb
HECAaHKIIMOHUPOBAHHOTO JOCTYIA U JAEHCTBUI 110JIb30BaTENEH, 00CITYKUBAIOIIEr0 EPCOHANA U
MIOCTOPOHHUX JIMIL;

yUYeT U XpaHEeHHEe CheMHBIX HOcUTeNleld nHPOpMaluu 1 UX o0pallleHue, UCKIIIOYalolIee XUIIeHHE,
MOAMEHY U YHUUTOXKEHUE;

PE3CPBUPOBAHUC TCXHUYCCKUX CPECACTB, ILY6J'II/IpOBaHI/Ie MaCCHBOB M HOCHUTENIEH I/IH(bOpMaI_II/II/I;

WCIIOJIb30BaHUE CPEICTB 3alIUThl HHPOPMAIUH, IPOLIEAIINX B YCTAHOBICHHOM TOPSIKE
MIPOLIEYPY OLIEHKH COOTBETCTBUSI;

HCIIOJIB30BaHHMEC 3allIMIIICHHBIX KaHAJIOB CBA3H,

pa3MeleHne TEXHUIECKUX CPEJICTB, MO3BOJISIOMINX OCYIIECTBIATH 00pabOTKY MepCOHATBHBIX
JIAHHBIX, B [IPEAENIax OXpaHsIEeMON TEPPUTOPHUH;

opranu3zanus Gpu3n4ecKoi 3aIUTHI TOMEIIEHHH 1 COOCTBEHHO TEXHUYECKUX CPENICTB,
MO3BOJISIOIINX OCYIIECTBIATH 00Pa0OTKY MEPCOHAIBHBIX JaHHBIX;

MpeI0TBpAallleHUE BHEAPEHUS B HHPOPMAIIMOHHBIE CUCTEMBI BPEIOHOCHBIX MTPOrPaMM
(TIporpamMM-BHUPYCOB) M MPOTPAMMHBIX 3aKJIaJIOK.

2.2. B cucreme 3aluThl NEPCOHANBHBIX JaHHBIX HH()OPMAIIMOHHONW CUCTEMBI B 3aBUCUMOCTH OT
KJ1acca HH(GOPMAIIMOHHOM CUCTEMBI M UCXOJIs U3 YTP0O3 0€30MaCHOCTH MEPCOHANBHBIX JaHHbIX,
CTPYKTYPHI HHPOPMAIIMOHHON CUCTEMBI, HATMYUS MEKCETEBOTO B3aUMOJICHCTBUS U PEKUMOB
00pabOTKM NEPCOHATBHBIX JIAHHBIX C UCTOJIb30BAHUEM COOTBETCTBYIOIUX METOAOB U CIIOCOOOB
3aIuThl UHGOPMALIMK OT HECAHKLIIMOHUPOBAHHOIO JJOCTYIA Peasn3yoTcs (QYHKIUHU YIIpaBICHUS
JIOCTYIIOM, PETHCTPALIUU U yyeTa, 00eCieyeHHs LIeJIOCTHOCTH, aHaIM3a 3alUIEHHOCTH,
oOecrieyeHHs 0€30aCHOI0 MEXKCETEBOTI0 B3aUMOAECHCTBHSI U OOHAPYKEHHS BTOPKEHUH.
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MeToab! ¥ criocoObI 3aIUTHI HH(OPMAIMK OT HECAHKIIMOHUPOBAHHOT'O JOCTYTIA,
obecnieunBaronye GyHKIUN YIPABICHHS JOCTYIIOM, PETUCTPALIUU U YI€Ta, 00CCIICUCHHS
LIEJIOCTHOCTH, aHAIIM3a 3aIIUIIIEHHOCTH, 0OecreueHusi 0€30MacHOr0 MEXCETEBOT0
B3aMMOJICHCTBHUS B 3aBUCUMOCTH OT KJIacca HH(POPMAIIMOHHON CUCTEMBI OTIPEICIISTFOTCS
orepaTopoM (yIMOJTHOMOUYEHHBIM JIMIIOM) B COOTBETCTBHH C MPHIIOKEHHUEM K HACTOSAIIEMY
[TonoxeHnuto.

2.3. B uHpOpMaIMOHHBIX CUCTEMAX, UMEIOIINX MOJKII0YeHHE K HHPOPMAIIHOHHO-
TEJIEKOMMYHHUKAIIMOHHBIM CETSAM MEXAYHApOIHOT0 HH(POPMAILIMOHHOTO OOMEHa (CeTSIM CBS3H
o0LIero MOJIb30BaHUS), WIH NMPU PYHKIIMOHUPOBAHUU KOTOPBIX MPEAYCMOTPEHO UCIIOJIb30BAHNE
CBhEMHBIX HOCHUTENEH HHPOPMALINH, UCTIOB3YIOTCS CPEACTBAa aHTUBUPYCHOM 3alllUTHI.

2.4. Ilpu B3auMopeicTBiK HHOOPMALIMOHHBIX CUCTEM C MH(POPMAIIUOHHO-
TEJIEKOMMYHHUKAIIHOHHBIMH CETSIMH MEXITyHapOIHOTO HH(POPMAITMOHHOTO 0OMEHa (CETSIMH
CBSI3H 00ILIEro MOJb30BaHMUs) HAPSAIY C METOAaMH U CIIOCO0aMH, YKa3aHHBIMU B MyHKTE 2.1
HacTosiero IlonoxeHusi, OCHOBHBIMU METOJIaMU U CIIOCO0AMU 3alUThl HHPOPMAIH OT
HECAaHKLIMOHUPOBAHHOT'O JOCTYIIA ABJISIOTCS:

MEXKCETEBOE IKPAHUPOBAHKE C LIEJIbIO YIIPABICHUS JOCTYIIOM, (DUIBTPAIIMM CETEBBIX IAKETOB U
TPAHCIIALNN CETEBBIX a{peCOB IS CKPBITHS CTPYKTYPHl HH()OPMAITMOHHON CHCTEMBI;

oOHapy>KeHHe BTOP>KEHUI B HH(POPMAIIMOHHYIO CUCTEMY, HAPYIIAIOIINX MIIN CO3JAI0IINX
MPEANOCHIIKYA K HAPYIICHUIO YCTAHOBIICHHBIX TPEOOBAaHUH IO 00ECIIeUeHNI0 0€301TaCHOCTH
NCPCOHAJIbHBIX JAHHBIX;

aHaJU3 3alIMIIEHHOCTH HH()OPMAIITMOHHBIX CUCTEM, IPEATIOIAralouil MpUMEeHEeHNEe
CHEHAIN3UPOBAaHHBIX POTPAMMHBIX CPEICTB (CKaHEPOB 0€30IaCHOCTH);

3ammTa UHPOPMAIIUU TP €€ TIepeiaue 1o KaHalaM CBSI3H;

HCIIOJIb30BAaHUE CMAPT-KapT, IEKTPOHHBIX 3aMKOB H IPYTHX HOCHUTEICH HHDOpMAIHH JIS
HaJ)KHON HISHTU(UKAIINY U ayTeHTHU(PHUKAIIUU TOJIh30BaTeNeH;

HCIIOJIb30BAHHUEC CPCIACTB aHTHBHPYCHOﬁ 3alIUThI;

LEHTPATU30BaHHOE YIIPaBJICHUE CUCTEMOM 3aIIUThI IEPCOHATBHBIX JaHHBIX HHPOPMAIIMOHHOM
CHUCTEMBI.

2.5. lloaxnrouenne HHGOPMALIMOHHBIX CUCTEM, 00Pa0aTHIBAIOIINX TOCYIapCTBEHHEIE
“H(pOpPMALIMOHHBIE PECYPCHI, K MH)OPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIM CETSIM
MEXTYHApOAHOTO HH(POPMAIIMOHHOTO 00MEHA OCYIIIECTBIISIETCSI B COOTBETCTBUU C Y Ka30M
[Ipesunenta Poccuiickoit deneparuu ot 17 mapra 2008 r. N 351 "O mepax no obecrnieueHuo
nHpopMaMOHHOM 6e3omacHocTH Poccuiickoit @enepanuu npu UCIOIb30BaHUN
HMH(OPMaLIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETeil MEKIYHApPOAHOI0 HH(OPMALIMOHHOTO
obmeHna" (Cobpanue 3akoHonarenbcTBa Poccuiickoit @eneparuu, 2008, N 12, ct. 1110; N 43,
cT. 4919).

2.6. Jlns obecnieueHuns: 6€30MaCHOCTH NMEPCOHATIBHBIX JTAHHBIX MPU MOIKIIOUYEHUN
MH(POPMAIIMOHHBIX CHCTEM K HH()OPMAITMOHHO-TEIEKOMMYHHUKAIIMOHHBIM CETsIM
MEXIYHApOAHOI0 HH(POPMALIMOHHOTO 0OMEHa (CeTAM CBS3U OOIEro MOJIb30BAHUS) C LIETBIO
MOJTy4eHHUs1 O0IIeOCTYTHOW HHPOPMALIUMU TTOMUMO METO/I0B M CIIOCOOO0B, YKa3aHHBIX B MMyHKTAX
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2.1 u 2.4 nacrosuiero [lonoxeHus, IPUMEHSIOTCS CIIEAYIOIINE OCHOBHbBIE METO/IbI U CIIOCOOBI
3alUThl UH(OPMALMK OT HECAHKIIMOHUPOBAHHOIO JOCTYIIA:

buabTpaIUs BXOIMIIMX (MCXOISAIINX) CETEBBIX MTAKETOB IO MTPABWJIAM, 33JJaHHBIM OIIEPaTOPOM
(YnOTHOMOYEHHBIM JIUIIOM);

HepI/IOI[I/I‘ICCKI/Iﬁ aHanu3 0e30MacHOCTH YCTaHOBJICHHBIX MCXKCETEBBIX O9KPaHOB HAa OCHOBEC
UMHUTaAlMM BHCIIHUX aTaK Ha HHq)OpMaHHOHHBIG CHCTCMBI,

aKTUBHBIN ayIuT 0€30MacHOCTH MH(POPMAITMOHHON CHCTEMBI Ha MpeIMeT OOHAPYKEHUS B
PEKMME peallbHOTO BPEMEHN HECAaHKIIMOHUPOBAHHOM CETEBOH aKTHBHOCTH;

aHaJIu3 HpHHHMaCMOﬁ 10 I/IH(l)OpMaI_[I/IOHHO-TGJ’IGKOMMYHI/IKaHI/IOHHBIM CCTAM MCXKIAYHApPOJHOIO
I/IH(I)OpMaLII/IOHHOFO oOMeHa (CCTHM CBA3H O6H.I€FO HOJ'IB3OB8.HI/ISI) I/IH(I)OpMaI_II/II/I, B TOM 4YHUCJIC Ha
HaJIN4YNUEC KOMIIBIOTCPHBIX BUPYCOB.

Jlnig peanuzanyy yKa3aHHBIX METOJIOB U CITIOCOOOB 3aIIUThl UH()OPMALIMK MOTYT IPUMEHSATHCS
ME)KCETEBbIE IKPaHbl, CHCTEMbl OOHAPYKEHUSI BTOPXKEHUH, CPEICTBA aHAIN3a 3AIUIICHHOCTH,
CHeralI3upOBaHHbIE KOMIUIEKCHI 3aIlIUThI M aHAJIN3a 3alUIIEHHOCTH HH(OpMaLIKK.

2.7. 1ns obecnieyeHuns: 6€30MacCHOCTH NIEPCOHAIBHBIX JAHHBIX MPU YAAJIEHHOM JIOCTYIIE K
WH(POPMAITMOHHOM CHUCTEME Yepe3 HHPOPMAIIMOHHO-TEICKOMMYHHKAITMOHHYIO CETh
MEXTYHAPOIHOTO HH(POPMAIIMOHHOTO 00MEHa (CeTh CBS3H OOIIEro MOJIb30BaHMUS ) TIOMUMO
METOJIOB M CTIIOCOOOB, YKa3aHHBIX B IMyHKTax 2.1 u 2.4 Hactosero [lomoxxeHus!, MpUMEHSIOTCS
CJICTYFOIINE OCHOBHBIC METOJIBI M CITOCOOBI 3aIUTHI HH(GOPMAIIUK OT HECAHKITMOHHUPOBAHHOTO
JI0CTyTIa:

MPOBEPKA MOJUTMHHOCTH OTIHPaBUTENS (YIaJCHHOTO MOJIb30BATENs) U IIEIOCTHOCTH
nepeiaBaeMbIX M0 HH()POPMAIIMOHHO-TEIICKOMMYHHKAITMOHHON CETH MEXITYHAPOTHOTO
nH(pOpMaMOHHOTO 0OMEHa (CEeTH CBSI3U OOIIETo MOIb30BaHUS ) JAHHBIX;

yIIpaBJIEHUE JOCTYIIOM K 3alUIIAEMbIM IIEPCOHAIBHBIM JaHHBIM HH(POPMAIIMOHHON CETH;
HCIIOIb30BaHUE aTPUOYTOB OE30MTaCHOCTH.

2.8. Jlns obecnieuenus: 6€301MacHOCTH NEPCOHATBHBIX JAHHBIX MPU MEKCETEBOM
B3aMMOJICHCTBHM OTJEJIbHBIX HH(OPMAIIMOHHBIX CHCTEM Yepe3 UH(OPMAIHOHHO-
TEJICKOMMYHUKAIIMOHHYIO CETh MEKIYHAPOIHOTO HH(OPMAITMOHHOTO OOMEHa (CETh CBS3H
00111er0 MOJIb30BAHMUS ) IOMUMO METOJIOB U CIIOCOOOB, YKa3aHHBIX B MyHKTax 2.1 u 2.4
HacTosimero [lonoxxeHus, NpUMEHSIOTCS CIIEYIOINE OCHOBHBIE METO/IbI U CITIOCOOBI 3aIUThI
nHpOpPMAaIUU OT HECAHKLIMOHUPOBAHHOT'O JIOCTYIIA:

CO3JaHUC KaHalla CBA3H, O6CCH€‘II/IB3IOH_I€‘FO 3alIUTy nepez[aBaeMoﬁ I/IH(l)OpMaI_[I/II/I;

OCYIICCTBIICHUC aYTeHTI/I(bI/IKaI_II/II/I BSaHMOHeﬁCTBYIOHIHX I/IH(i)OpMaHI/IOHHBIX CUCTCM U IIPOBEpPKa
MOIIMHHOCTH II0JIb30BaTelIeii U [EIOCTHOCTH nepcaaBacMbIX NaHHBIX.

2.9. Ins obecnieyeHns 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX MPH MEKCETEBOM
B3aMMO/ICHCTBUH OTACIBHBIX HHPOPMALIMOHHBIX CHCTEM Pa3HbIX OIEPATOPOB Yepe3
MH()OPMAIIMOHHO-TEJICKOMMYHHKAIMOHHYIO CETh MEXIyHAPOTHOTO HHPOPMAIIHIOHHOTO 0OMEHA
(ceTb CBSI3M OOLIETO MOJIB30BAHUS) IOMUMO METOJIOB M CIIOCOOOB, YKa3aHHBIX B IMyHKTaX 2.1 u
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2.4 nactosiero [lonoxeHust, MPUMEHSIOTCS CJISAYIONTNE OCHOBHBIE METOJIBI M CIIOCOOBI 3aIIUTHI
nH(pOpMaLIUY OT HECAaHKLIMOHUPOBAHHOTO JTOCTYIIA:

CO3JJaHNE KaHaNa CBS3H, 00ECIEUNBAIOIIETO 3AIIUTY NIepeaaBaeMoil HH(POPMALIH;

ayTeHTU(UKAUS B3aUMOJICHCTBYIOMUX HH(POPMAIIMOHHBIX CUCTEM H MPOBEPKA MOTMHHOCTH
II0JIB30BATENICH U LEIOCTHOCTH NIEPEJABAEMBIX IaHHBIX;

oOecreyeHne MpeoTBpalieHHs] BO3SMOXKHOCTH OTPHUIIAHMS MOJIb3oBaTeNeM (akTa OTIPaBKU
MIEPCOHAIBHBIX JAHHBIX IPYIrOMY I0JIb30BATEIIO;

o0ecrieueHre NPeAOTBPALICHNS] BO3SMOXXHOCTH OTPHUIIAHUS TOJIb30BaTeNeM (haKTa MOTydSHHS
MEPCOHANBHBIX JAHHBIX OT JAPYroro Mojib30BaTes.

2.10. O6meH nepcoHaNbHBIMU JAaHHBIMU IIPU UX 00pabOTKE B MH(OPMALIMOHHBIX CUCTEMAX
OCYILECTBIISICTCS 110 KaHaJlaM CBSI3H, 3aIIUTa KOTOPBIX 00eCneunBaeTcs MyTeM pealn3aluu
COOTBETCTBYIOIIMX OPraHU3allMOHHBIX MEp U (WJIM) MPUMEHEHUS TEXHUUECKUX CPEJCTB.

2.11. lonkmroueHue HHPOPMAITUOHHON CHCTEMBI K HH(POPMAIIMOHHOM CUCTEME IPYroro Kiracca
WU K HH)OPMAITMOHHO-TEIEKOMMYHHUKAITHOHHONW CETH MEKIYHAPOHOTO HH(POPMAIIMOHHOTO
oOMeHa (ceTH CBsI3U 00IIEro MOJIb30BAHMS) OCYILIECTBIISIETCS C UCIIOJIb30BAHUEM MEKCETEBBIX
9KPaHOB.

2.12. IlporpaMmMHO€e 0OecCriedeHUE CPECTB 3aMUTH HHPOPMAIINH, IPUMEHSIEMBIX B
nH(OPMAIIMOHHBIX cHcTeMax | Kiacca, MPOXOIUT KOHTPOIh OTCYTCTBHUS HEACKIAPUPOBAHHBIX
BO3MOKHOCTEH.

Heo0OxoauMocTh TpOBeIeHUST KOHTPOJIS OTCYTCTBHS HEJISKJIAPHPOBAHHBIX BO3MOXXHOCTEH
MPOrPaMMHOTO 00ECTIEUeHHsI CPEJICTB 3alIUTHI UH(pOpMAIIHH, TPUMEHSIEMBIX B
WH(OPMAIIMOHHBIX CHCTEMaXx 2 M 3 KJIacCOB, OMPEICIIACTCS OMepaTopoM (YIIOTHOMOYCHHBIM
JIULIOM).

2.13. B 3aBUCHMOCTH OT 0COOEHHOCTEH 00pabOTKH MEPCOHATIBHBIX JAHHBIX U CTPYKTYPHI
MH()OPMAIIMOHHBIX CUCTEM MOTYT pa3padaThIBaThCS M IPUMEHSATHCS JPYrHe METO/IbI 3aIUThI
nHpOpPMAIUY OT HECAHKLIIMOHUPOBAHHOT'O JI0CTYIIa, 00EeCTIeYMBAIOIINE HEUTPATH3AIUIO YIPO3
0€301acHOCTH ePCOHATIBHBIX JaHHBIX.

II1. MeToabl U cnoco0bI 32U THI MH(POPMAIIUHN OT YTEYKH MO0 TEXHUYECKUM KaHAJIaM

3.1. 3ammra peyeBoit HHPpOPMALIUN U UHPOPMALINH, TPEICTABICHHON B BHJIE HH()POPMATHBHBIX
JIEKTPUUYECKUX CUTHAIOB M (PU3MUYECKHX MOJIEH, OCYIIECTBISIETCS B CIydasiX, KOIr/ia Ipu
OTpeZieNIEHUH YIpo3 O€30MacCHOCTH NEPCOHATBHBIX JAHHBIX U (POPMUPOBAHUHN MOJEIN YTPO3
MPUMEHUTETBHO K MH(POPMALTMOHHON CUCTEME SIBIIAIOTCS aKTyaJIbHBIMU YIPO3bl YTEUKH
aKyCTHUYECKOH pedeBoi nH(pOpMalli, YIrpo3bl YTEUKH BUI0BOM HH(OpPMALIMK U yIPO3bl YTEUKU
nHpOpPMAaIMY IO KaHaJlaM MOOOYHBIX 3JIEKTPOMATHUTHBIX M3JIyd€HUH U HABOJOK, OIpe/IeIeHHbIE
Ha OCHOBE METOJUYECKHUX JOKYMEHTOB, YTBEPKICHHBIX B COOTBETCTBUU C ITYHKTOM 2
nocraHoieHus [IpaButensctBa Poccuiickoit @enepaunu ot 17 Host6pst 2007 r. N 781.

3.2. JI7st MCKITIOUEHUS YTEUKHU MEPCOHANBHBIX JAHHBIX 33 CYET MOOOYHBIX SJIEKTPOMArHUTHBIX
M3ITy4eHUH ¥ HaBOJOK B MH()OPMAIIMOHHBIX CUCTEMaX | Kiracca MOTYT PUMEHSTHCS
CJIeIYIOIINE METOJIbI U CIIOCOOBI 3aIUTHI HHPOPMAIUU:
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HCIIOJIb30BAHHUC TCXHUYCCKUX CPCACTB B 3alIUIICHHOM HCIIOJIHCHUU,

WCIIOJIb30BaHUE CPEICTB 3alIUTHl HHPOPMAIUH, IPOLIEAIINX B YCTAHOBICHHOM TOPSIKE
MIPOLIEYPY OLIEHKH COOTBETCTBUS;

pasMCIICHUC 00BEKTOB 3alIUTHI B COOTBCTCTBUU C NPCANMMCAHUCM Ha SKCILIyaTalluLo,

pa3MelieHue MOHKAIMUX TPAHC(HOPMATOPHBIX MMOACTAHIIMN JIEKTPONUTAHUSI U KOHTYPOB
3a3eMJICHHS TEXHUUYECKUX CPEACTB B IIpesieax OXpaHsIeMOn TEPPUTOPHH;

oOecrieueHHe Pa3BsI3KH IeTIeH IIEKTPOIUTAHHUS TEXHUIECKUX CPEJICTB C IIOMOMIBIO 3aIIUTHBIX
(GuIbTPOB, OIOKUPYIOMIMX (MOJABISIOMNX) HHPOPMAaTUBHBIN CUTHAT;

o0ecrieyeHHe IEKTPOMArHUTHOM pa3BA3KH MEXy JTMHUSAMU CBSI3U U APYTUMHU LEISIMU
BCIIOMOT'aTeJIbHBIX TEXHUYECKUX CPENICTB U CUCTEM, BBIXOSILIMMU 32 IIPEAEIIbl OXpaHIeMO
TEPPUTOPUH, U NHPOPMALIMOHHBIMHU LIETISIMHU, 110 KOTOPBIM LIUPKYJIUPYET 3alUIaeMas
nH(popManus.

3.3. B uHopManmoHHBIX cUcTeMax 2 Kiacca s 00paboTKH HH(OPMAIIH UCTIOIB3YIOTCS
Cpe/ACTBa BEIYMCIUTEIFHON TEXHUKH, YAOBIETBOPSIONINE TPEOOBAHNSIM HAIIHOHAIBHBIX
CTaHJAPTOB IO AIEKTPOMATHUTHONH COBMECTHUMOCTH, TI0 O€30MaCHOCTH U 3PTOHOMHUYECKUM
TpeOOBaHUAM K CPEICTBAM OTOOPaKEHUSI HHPOPMAIHH, TT0 CAHUTAPHBIM HOPMaM,
NpCABABIIICMBIM K BHHGOHHCHHCﬁHBIM TCpMHHAJIaM CPCACTB BBIYHCIIUTCILHON TEXHUKH.

3.4. Ilpu npuMeHeHnn B UHOOPMAIIMOHHBIX CUCTEMAaX (DYHKIIMH IOJI0COBOTO BBOJA
MEePCOHANIBHBIX IaHHBIX B MH(POPMAIIMOHHYIO CUCTEMY MM ()YHKIIUU BOCTIPOM3BEICHHS
nHpOPMAIINY aKyCTHUYECKUMH CPeICTBAaMH WH(POPMAIIMOHHBIX CHCTEM JIJIsl HH)OPMAIIMOHHON
cucTeMbl | Kitacca peau3yroTcs METOIbI M CIOCOOBI 3aIIUTHI aKyCTHYECKOH (pedeBoii)
uHpOpMaIUH.

MeToab!l ¥ cIOCOOBI 3aIUTHI AKYCTUYECKO! (peueBoil) MHPpOpMAaLIUU 3aKII0Yal0TCS B
peanu3aluy OpraHu3alMOHHBIX U TEXHUYECKUX Mep Ul 00ecieueH s 3BYKOU30IISILIUN
OTPaXKITAIONINX KOHCTPYKIMIA MOMEIICHNH, B KOTOPBIX PACIoNioKeHa WH(POPMAIIMOHHAS
CUCTEMA, UX CUCTEM BEHTWIALIMN U KOHIUIMOHUPOBAHMS, HE TIO3BOJIAIOIIEH BECTH
MPOCIIYIINBAHUE aKyCTUYECKOH (peueBoii) MH(OpMAIUH ITPH TOJIOCOBOM BBOJIE MTEPCOHATBHBIX
JAHHBIX B UH()OPMAIIMOHHON CHCTEME UM BOCIIPOU3BEIEHUH HH(POPMAIIMK aKyCTHYECKUMHU
CpeAcTBamu.

Bennunna 3BYKOU3OJIALUA ONPCACITIACTCA OTICPATOPOM UCXOAS U3 XAPAKTCPHUCTUK IMOMCIICHHA,
€ro PacIlOJIOKEHUS U 0COOEHHOCTEH 00pabOTKH MEePCOHANTBHBIX JaHHBIX B HH()OPMAITMOHHOM
cucTeMe.

3.5. Pa3mMerienue ycTpoiCTB BbIBOIa MH(POPMALIUU CPEICTB BHIYUCIUTEIBHON TEXHUKH,
MH()OPMAIIMOHHO-BBIYHUCIIUTEILHBIX KOMIUIEKCOB, TEXHUYECKUX CPEICTB 00pabOTKH
rpau4eckoi, BUaeo- 1 OyKBeHHO-IIU(PPOBOH HHPOPMALINH, BXOSAIINX B COCTAB
MH()OPMAIIMOHHOW CHCTEMBbI, B IIOMELICHUSX, B KOTOPBIX OHH YCTAHOBJICHBI, OCYIIECTBIICTCS
TaKuM 00pa3zoM, 4ToObI OblIa UCKIF0UYEHA BO3MOKHOCTh IIPOCMOTpPA MOCTOPOHHUMHU JIIIAMH
TEKCTOBOM U TpaduiecKoil BUA0BOM HHPOpMAIINH, COACPIKaAIEeH IEPCOHAIILHBIC TaHHBIE.

TTpunoxenue k [1onoxeHHIO
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MeToab! 1 ciocoObI 3aIUTHI HH(OPMAIMK OT HECAHKLIMOHUPOBAHHOT'O IOCTYIIAa B 3aBUCUMOCTH
OT KJ1acca HHPOPMALIMOHHON CUCTEMBI

1. MeTtonbl 1 cIOCOOBI 3aIUTH HHPOPMALIUK OT HECAHKITMOHUPOBAHHOTO JTOCTYTIA JJIS
obecrieueHHst 6€30MaCHOCTH MEPCOHANBHBIX JAHHBIX B MH(OPMAIIMOHHBIX CUCTEMax 4 Kilacca U
L[€JIECO00Pa3HOCTh UX MPUMEHEHUS OIPEEIIAIOTCS OIEPATOPOM (YIIOJIHOMOYEHHBIM JIULIOM).

2. MeTtoabl ¥ cIOCOOBI 3aIIUTHI HH(POPMALIUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
obecnieunBaroIye QyHKIUH yIPaBI€HUs JOCTYIIOM, PETUCTPALIUK U y4yeTa, o0ecredeHus
LIEJIOCTHOCTH U 0€30MaCHOr0 MEKCETEBOr0 B3aUMOJICHCTBUS 111 MHPOPMALIMOHHBIX CUCTEM 3
KJIacca.

2.1. JIna uapOpMaMOHHBIX CUCTEM 3 KJlacca MPH OJTHOTIONB30BATEIILCKOM PeKUMe 00padoTKU
NEPCOHAJIBHBIX JAHHBIX MPUMCHAKOTCA CICAYIOIIUEC OCHOBHBIC METOJAbI U CHOCO6BI 3alIUThI
nHpopManuu:

a) yrpaBJeHHE JOCTYIIOM:

UIACHTUPUKALUS U IPOBEPKa IMOAJIMHHOCTHU MOJIb30BATEINSI IPU BXOJE B CUCTEMY
MHGOPMALIMOHHOM CHCTEMBI 110 MAPOJII0 YCIOBHO-TIOCTOSHHOTO ICUCTBUS JIIMHOM HE MeHee
iecTy OyKBEHHO-IM(POBBIX CHMBOJIOB;

0) peructpanus u y4eT:

perucTpanus Bxoaa (BbIX0/1a) MOJIb30BaTENS B CUCTEMY (M3 CUCTEMBI) TUOO PETUCTpaLIUs
3arpy3ku 1 HHUIMAIU3AIUH ONEPAllMOHHON CUCTEMBI U €€ IPOrPaMMHOT0 OCTAHOBA.
Perucrtpanus BbIxo/1a U3 CUCTEMBI WJIM OCTAHOBA HE ITPOBOJUTCS B MOMEHTHI allllapaTypHOIro
OTKJIFOUEHUSI ”HPOPMALIMOHHOM cUcTeMbl. B mapameTpax perucrpanuu yKasblBaloTCs JaTa U
BpeMs BXO/1a (BbIX0/1a) MOJIB30BATENS B CUCTEMY (M3 CUCTEMbI) WM 3arpy3Ku (OCTaHOBA)
CUCTEMBI;

YUE€T BCEX 3alllUIIaCMBbIX HOCHUTEICH I/IH(bOpMaHI/II/I C IIOMOIIBIO UX MAPKHUPOBKHU U 3aHECCHUC
YUYCTHBIX JaHHBIX B )KYpHaJ YyUcCTa,

B) 00€CIICUCHHE IICIOCTHOCTH:

o0ecrieyeHHe 1eIOCTHOCTH NMPOrPaMMHBIX CPEJICTB CUCTEMBbI 3alUThI IEPCOHANIBHBIX JaHHBIX,
oOpabatbeiBaeMol HH(GOpPMALINK, a TAK)KE HEM3MEHHOCTh IIporpaMMHOii cpenbl. [Ipu aTom
LEJIOCTHOCTB IIPOTPAMMHBIX CPEICTB IIPOBEPSETCS IIPU 3arpPy3KEe CUCTEMBI 110 HAJTMYHUIO UMEH
(MeHTU(UKATOPOB) KOMIIOHEHTOB CHCTEMBI 3aILIUThI IEPCOHAIBHBIX JJAHHBIX, LIEJIOCTHOCTD
MIPOrpaMMHOI cpelibl 00ecrieunBaeTcss OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPE/ICTB
pa3paboTKU U OTIAAKH IIPOrpamm;

¢u3nueckas oxpaHa UH(POPMAILIMOHHON CUCTEMBI (TEXHUYECKUX CPEJICTB U HOCUTENEH
uHpOpMaIun), IpeIycMaTpuBarolias KOHTPOJIb JOCTYIA B TOMEIEHHs HH(POPMAIIMOHHON
CUCTEMBI IOCTOPOHHUX JIMII, HAIUYUE HAJICKHBIX IPEMSATCTBUM /ISl HECAHKIIMOHUPOBAHHOTO
MIPOHUKHOBEHUS B MOMELICHUS HHPOPMALIMOHHON CUCTEMbI U XPaHUJIUILE HOCUTENEeH
nH(pOopMalnu;

MIEPUONYECKOE TECTUPOBAHHUE (PYHKIIUI CUCTEMBI 3aLUTHl IEPCOHAJIBHBIX JAHHBIX IIPU
M3MEHEHHH MPOTrPaMMHOM CpeJibl U 10JIb30BaTee HH(POPMALIMOHHON CUCTEMBI C TOMOIIBIO
TECT-IIPOrPAMM, UMUTHUPYIOIINX NONBITKM HECAHKIIMOHUPOBAHHOTO JOCTYIIA;
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HaJM4Yue CPEJCTB BOCCTAHOBIIEHUS CUCTEMBI 3alLIUTHI IEPCOHAJIBHBIX JAHHBIX,
MIpe1yCMaTPUBAIOLINX BEJIEHUE JIBYX KOIUN MIPOrPaMMHBIX KOMIIOHEHTOB CPECTB 3alIUThI
uHpOpMaINH, UX IEPHOANYECKOE OOHOBICHHUE U KOHTPOJIb pabOTOCIIOCOOHOCTH.

2.2. 1ns uHPOPMALMOHHBIX CHCTEM

3 KJ1acca IpH MHOTOIIOIB30BATEIbCKOM PEKUME 00Pa0OTKH NEPCOHABHBIX JTAHHBIX U PaBHBIX
IpaBax JOCTYIa K HUM TI0JIb30BaTEJICH MPUMEHSIOTCS CIICTYIONNE OCHOBHBIC METOIBI H
C1ocoObI 3alTUThl HHPOPMAIIUH:

a) yrpaBJieHHE JOCTYIIOM:

UACHTU(PUKAUS U IPOBEPKaA MOAJIMHHOCTHU MOJIB30BATEINS IIPU BXO/E B CUCTEMY IO
uACHTUUKATOPY (KOAY) U MApOJII0 YCIOBHO-TIOCTOSIHHOTO JICHCTBUS JUIMHOW HE MEHee LIeCTH
OYKBEHHO-IIU(PPOBBIX CUMBOJIOB;

0) peructpanus u y4er:

perucTpaius Bxojia (BbIXo/a) Mojab30BaTeNsl B CUCTEMY (U3 CUCTEMBI) TUOO PErucTpalus
3arpy3ku 1 HHUIIMATU3AIIHN ONEPAIIMOHHON CUCTEMBI U €€ MPOTPaMMHOI'0 OCTaHOBA.
Peructpanus BeIxo/1a U3 CUCTEMBI WJIM OCTAHOBA HE TPOBOJUTCS B MOMEHTHI alllapaTypHOro
OTKJIIOUeHUSI ”HPOPMAIIMOHHOM cHCcTeMbI. B mapameTpax peructpanuu yKasblBaloTcs gaTa U
BpeMs BXo/a (BBIX0/1a) MOJI30BATENS B CUCTEMY (M3 CUCTEMbI) WIIH 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTaT MOMBITKU BX0/a (yCHelllHas WK HeyCcIenIHas);

YUE€T BCEX 3alllUIIaCMBbIX HOCHUTEICH I/IH(bOpMaHI/II/I C IIOMOLIBIO X MAPKHUPOBKHU U 3aHECCHUC
YUYCTHBIX JaHHBIX B )KYpHaJ YyUCTa,

B) obOecrieueHue OCJIIOCTHOCTH:

o0ecredyeHne 1eT0CTHOCTH MPOTPAMMHBIX CPEICTB CUCTEMBbI 3aIUTHI IEPCOHANBHBIX TaHHBIX,
oOpabatbeiBaeMol HH(POpPMALINK, a TAK)KE€ HEM3MEHHOCTh IIPOrpaMMHOi cpenbl. [Ipu 3Tom
LIEJI0CTHOCTh IPOIPaMMHBIX CPEJICTB IPOBEPSIETCS MPU 3arpy3Ke CUCTEMBI 110 HAJTMUUIO UMEH
(MneHTu(UKaTOPOB) KOMIIOHEHTOB CUCTEMBI 3aIIUThI IEPCOHANBHBIX JaHHbBIX,  IIEJIOCTHOCTh
MIPOrpaMMHOI cpelibl 00ecrieunBaeTcss OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPEICTB
pa3pabOTKH U OTIAJIKH MPOTPAMM BO BpeMsi 00pabOTKH U (MIJIM) XpaHESHHsI 3aIUIIIaeMOM
uHpOpMAIHH;

¢usnyeckas oxpana HHPOPMALMOHHON CUCTEMBI (YCTPOWCTB M HOCUTENNel HH(pOpMaIum),
peycMaTpuBaroIias KOHTPOJIb JOCTYIA B TIOMEIIEHUS HHOOPMAITHOHHON CHCTEMBI
[IOCTOPOHHUX JIMLI, HAJIMYUE HAJICKHBIX MPETATCTBUH 11 HECAHKIIMOHUPOBAHHOT'O
MPOHUKHOBEHUS B IOMENICHNS HH)OPMAMOHHON CUCTEMBI M XpaHWJIMIIE HOCUTENIEH
uHpOpMaIHH;

NEPUOINYECKOEe TECTUPOBAHNE (PYHKIIUI CHCTEMBI 3aIlIUThI IEPCOHATBHBIX JAHHBIX MTPH
M3MEHEHHUHU IIPOrPaMMHOM cpesibl M MoIb30BaTeaeil HHPOPMAIIMOHHOM CHCTEMBI ¢ TOMOIIIBIO
TECT-IIPOrPAMM, UMUTUPYIOIIUX MONBITKY HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

HaJIN4YUe CPEJCTB BOCCTAHOBIICHHUS CUCTEMBI 3alIUTHI IEPCOHANBHBIX JaHHBIX,
MPEeAyCMaTPUBAIOIINX BEICHHUE JIBYX KOMUH MPOrPAMMHBIX KOMIIOHEHTOB CPE/ICTB 3aLTUThHI
nH(pOpMaIIUY, UX TEPUOANUECKOE OOHOBICHUE U KOHTPOJIb pA00TOCTIOCOOHOCTH.
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2.3. Iy uHPOPMALIMOHHBIX CHCTEM

3 KJ1acca mpyu MHOT'OIOJIb30BATEIBCKOM PeXUME 00pabOTKU MEPCOHANIBHBIX JaHHBIX U Pa3HBIX
IpaBax JOCTYyIa K HUM I0JIb30BaTeJIe MPUMEHSIOTCS CIEIYIOINE OCHOBHBIE METO/IbI U
CHOCOOBI 3aLUTHI HH(POPMALIHH:

a) yIpaBleHUE TOCTYIIOM:

UACHTU(PUKAIUS U POBEpKa MOAJIMHHOCTH MOJIB30BaTENsI IPU BXOJIE B CHCTEMY I10 TapOJIIO
YCIIOBHO-TIOCTOSTHHOTO JICHCTBHSA JUIMHOW HE MEHee 1IeCTH OyKBEHHO-IIM(POBBIX CHMBOJIOB;

0) peructpauus 1 yuer:

peructpanus BxoJa (BbIX0/1a) MOJIb30BaTENs B CUCTEMY (M3 CUCTEMBI) JTMOO perucTparus
3arpy3Ku 1 HHUIMAIU3AU1 ONIEPALIMOHHON CUCTEMBI U €€ MPOrPaMMHOI'0 OCTaHOBA.
Peructpanus BbIxona U3 CUCTEMBI WM OCTAHOBA HE MPOBOJUTCS B MOMEHTHI aIlllapaTypHOTO
OTKJIFOUEHUSI THPOPMALIMOHHOM cUCcTeMBI. B mapameTpax perucrpanuu yKasblBaloTcs JaTa U
BpeMsl BXo/1a (BbIX0/1a) M10JIb30BATENs B CUCTEMY (M3 CHCTEMBI) MJIU 3arpy3kH (0OCTaHOBA)
CUCTEMBI, pe3yJIbTaT MOMbITKU BXO/a (yCHelIHas WK HeyclelHast ), iAeHTU(PUKATOp (KO HIn
(bamuIus) MoyIb30BaTEeNs, IPEIbIBICHHBIHN MIPH MOMBITKE JOCTYIIA;

y4eT BCeX 3alUIAeMbIX HOCUTENEeH HH(POPMAIK € TOMOLIBIO UX MAPKUPOBKHU M 3aHECEHHE
YUYETHBIX JIaHHBIX B KypHAaJl y4eTa C OTMETKOH 00 uX Bblave (pueme);

B) 00€CIICUCHHE IICJIOCTHOCTH:

o0ecrieyeHne 1eIOCTHOCTH MPOrPaMMHBIX CPEJICTB CUCTEMBI 3aIUThHI IEPCOHABHBIX JaHHBIX,
oOpabatbeiBaeMol HHGOpPMALINK, a TAK)KE€ HEM3MEHHOCTh IIporpaMMHoOit cpenbl. [Ipu 3Tom
LEJIOCTHOCTh POTPAMMHBIX CPE/ICTB IIPOBEPSETCS MPH 3arpy3Ke CUCTEMBbI IO KOHTPOJIbHBIM
CyMMaM KOMITOHEHTOB CPEJICTB 3alUTHl HH(OPMAIIHH, & IIETOCTHOCTh TPOTPAMMHOM CPEIbI
o0ecrieuynBaeTCsl UCTOIb30BAHUEM TPAHCIIATOPOB C SI3bIKOB BEICOKOTO YPOBHS U OTCYTCTBHEM
cpeacTB MoauduKanuu 0ObEKTHOTO KOa MPOTpaMM B Mpoliecce 00padOTKU U (M) XpaHESHUS
3anumaeMon HHopMaIumy;

¢dusnueckas oxpaHa HHPOPMAIIMOHHOW CUCTEMBI (YCTPONUCTB M HOCUTENeH HHPOpMAITUH),
npeycMaTpUBaroIIas KOHTPOJIb JOCTYIA B TIOMEIIEHUS HHQOPMAITMOHHON CHCTEMBI
MMOCTOPOHHUX JIUII, HATHYNE HAJICKHBIX TPETSTCTBUH /I HECAaHKIIMOHUPOBAHHOTO
MPOHUKHOBEHUS B MOMEIICHHUS WHPOPMAIIMOHHOMN CUCTEMBI M XPaHIITUIIE HOCUTEIICH
uHpOpMaIHH;

NEPUOINYECKOE TECTUPOBAHNE (PYHKIIUI CUCTEMBI 3aIIUTHI IEPCOHANBHBIX TaHHBIX IIPU
W3MEHEHUHU MTPOTPaMMHOM CPeJIbl M MOJIb30BaTeei HHHOPMAITMOHHONW CUCTEMBI C TIOMOIIBIO
TCCT-IIpOrpaMm, UMHUTHPYIOIIUX IMONBITKA HCCAHKIITMOHUPOBAHHOT'O JOCTYIIA,

HaJM4Yue CPEJCTB BOCCTAHOBJIEHHUS CUCTEMBI 3alIUTHI IEPCOHAJIBHBIX JAHHBIX,
MpelyCMaTPUBAIOLIUX BEJIEHUE IBYX KOIUN MPOrPaMMHBIX KOMIIOHEHT CPEJICTB 3aI[UThI
uHpOpMaINH, UX IEPHOANYECKOE OOHOBIEHHE U KOHTPOJIb PAOOTOCTIOCOOHOCTH.

2.4. be3onacHoe MEKCETEBOE B3aUMOJICHCTBUE JIJIS I/IHCI)OpMaI_II/IOHHLIX CHUCTEM

3 KkJ1acca Ipu UX MOAKIIOUEHUH K CETSIM MEKIYHApOJHOTO0 HH(OPMAIIMOHHOTO 0OMEHa, a TaKkxke
JUIS pacipeesieHHBIX HHPOPMALIMOHHBIX CHCTEM 3 Kilacca MPH UX pa3fAelieHUH Ha MOJCUCTEMBI
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AOCTUTACTCA MYTEM ITPUMCHCHUSA CPCACTB MCIKCCTCBOI'O SKPAHUPOBAHUA (MG)KCGTCBLIX
9KpPaHOB), KOTOpPbIE 00ECIICUYNBAIOT:

(GUIBTPaLNIO Ha CETEBOM YPOBHE JJIsl KAXKIOTO CETEBOTO MAKETa HE3aBUCUMO (pEIIeHHUE 0
(GuIbTpaLuy IPUHUMAETCSI HA OCHOBE CETEBBIX aipPECOB OTIIPABUTEINS U MOTydaTelNs WK Ha
OCHOBE JIPYTUX SKBUBAJICHTHBIX aTpUOYTOB);

UICHTH(PUKAIUIO U AYTCHTHPHUKAIUIO aIMAHICTPATOPA MEKCETEBOTO dKpaHa IMPHU €ro
JIOKAJIbHBIX 3aIllpocax Ha JOCTYII MO UISHTU(DUKATOPY (KOAY) U MaPOI0 YCIOBHO-IIOCTOSTHHOTO
JICHCTBHS,

perucTpaiuio Bxoja (BbIxoJa) aIMUHUCTPATOPA MEXKCETEBOT0O KpaHa B CUCTEMY (U3 CHCTEMBI)
100 3arpy3Ky U MHUIMATU3alUU CUCTEMBI U €€ TPOrPaMMHOI'0 OCTaHOBA (PETUCTpALUs BBIX0/1a
W3 CUCTEMBI HE MMPOBOJIUTCS B MOMEHTHI allllapaTypHOTO OTKJIFOYEHUSI MEXKCETEBOI0 HKpaHa);

KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOTrpaMMHON U MH()OPMAITMOHHON YacTH;

(UIBTPALIMIO MAKETOB CIYKEOHBIX MPOTOKOJIOB, CIYKAIIUX VI JUATHOCTUKYU U YIIPaBICHUS
paboToil ceTeBbIX YCTPOUCTB;

BOCCTAaHOBJICHHE CBOIICTB MEXKCETEBOI'O 9KpaHa IMocCJc c00eB U OTKA30B O60pyZ[OBaHI/I$I;

perjJamMeHTHOE TECTUPOBAHHE PeaTU3alliy MPaBuil GUIBTPALIUH, ITPOLecca UACHTUDHUKAIIMY U
ayTeHTU(UKALUN aJMUHUCTPATOPa MEXKCETEBOr0 IKpPaHa, MPOLecca perucTpaluy AeHCTBUH
aJIMUHUCTPATOPa MEXKCETEBOI0 HKpaHa, IPOLECCa KOHTPOJIA 3a LIEJIOCTHOCTHIO IIPOIrPAMMHON U
MHGOPMALMOHHOH YacTH, MPOLEAYpPbl BOCCTAHOBJICHUS.

Me:xceTeBble SKpaHbl, KOTOpble 00ECIeurBalOT BHIMOJIHEHHE YKAa3aHHBIX BbIlle QyHKINH,
MIPUMEHSIOTCS B paclipe/ieIeHHbIX HH(OPMAIIMOHHBIX cucTeMax 2 U 1 KJIaccoB MpH UX
pa3fielIeHUH Ha OT/ENbHbIE YacTH.

[Ipu pa3znenennu nHGOPMALMOHHON CUCTEMBI MPU IOMOIIM MEXCETEBBIX IKPaHOB Ha
OT/eNIbHBIC YAaCTH CUCTEMBI [ YKa3aHHBIX YacTeil CHCTEeMBI MOXKET YCTaHABIMBATHCS Ooee
HU3KHH KJ1ace, 4eM A7l UH(POPMALIMOHHON CUCTEMBI B LIEJIOM.

3. MeTobl 1 crioco0bl 3aIUTHl HHPOPMAIMKU OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA,
obecrnieynBaroIye QyHKIUHN YIPABICHUS JOCTYIIOM, PETUCTPALIMH U y4eTa, 00ecTiedeHu s
L[EJIOCTHOCTH U 0€30MacHOr0 MEKCETEBOr0 B3aUMOICHCTBUS 1711 UHPOPMALIMOHHBIX CUCTEM 2
KJ1acca.

3.1. lns nHGOPMALIMOHHBIX CUCTEM

2 KJjacca IpU OJJHOIOJIB30BATEIBCKOM PEXHUME 00paOOTKH EPCOHANBHBIX TaHHBIX
MIPUMEHSIOTCS BCE METOABI M CIIOCOOBI 3alIUTHI HH(POPMAIIUK OT HECAHKIIMOHUPOBAHHOTO
JI0CTyIa, COOTBETCTBYIOIIME HH(OPMAIIMOHHBIM CHCTEMaM 3 KJjlacca MpH
OJTHOIIOJIB30BATEIbCKOM PEXUME 00pabOTKH.

3.2. lns nH(GOPMALMOHHBIX CUCTEM

2 Knacca IIpHU MHOT'OITOJIb30BATCIILCKOM PCIKUME 06pa6OTKI/I NEPCOHAJIbHBIX NAHHBIX U PABHBIX
mpaBax O0CTyIa K HUM IIOJIb30BaTENICH MMPUMCHAIOTCS BCE METOAbBI U CII0COOBI 3alIuThI



12

nHpOpMAaIMY OT HECAHKLIMOHUPOBAHHOT'O JI0CTYIA, COOTBETCTBYIOIIME HH(POPMAILIMOHHBIM
cucTemMam 3 Kjacca Ipy MHOTOIOJIb30BaTEIbCKOM peXUMe 00pabOoTKH NEPCOHANBHBIX JAHHBIX U
PaBHBIX IPaBax J0CTYIA K HUM IOJIb30BaTENCH.

3.3. lns MHQOPMALIMOHHBIX CUCTEM

2 KJ1acca IIpU MHOT'OIIOJIb30BATEIBCKOM PEXUME 00paOOTKU MEPCOHANIBHBIX JaHHBIX U Pa3HBIX
IpaBax JOCTYyIa K HUM I0JIb30BaTEJIe peain3yoTcsi BCE METO/IbI U CLIOCOOBI 3aLUThI
nHGOpMaLUK OT HECAHKLIMOHUPOBAHHOI'O I0CTYIA, COOTBETCTBYIOLIME HH(POPMALIMOHHBIM
cucTemam 3 Kjacca Ipy MHOTOIIOJIb30BaTEIbCKOM PEXXUME 00pabOTKK NEPCOHANBHBIX JAHHBIX U
pa3HbIX [IPaBax JIOCTYyIa K HUM MOJIb30BaTENCH.

3.4. be3omacHoe MEKCeTeBOe B3aUMOICHCTBHE 111 MHPOPMAIIMOHHBIX CUCTEM

2 KJjacca mpH uX MOAKIIOYCHUH K CeTAM MEXKIYHApOIHOTO HHPOPMAITMOHHOTO OOMEHa
JIOCTUTAETCS IyTeM MTPUMEHEHHS CPEJICTB MEKCETEBOTO SKPAHUPOBAHUS, KOTOPHIE
o0ecrneynBaroT:

(GUIBTPaLMIO HA CETEBOM YPOBHE HE3aBHCHUMO JUIs KaX10T0 CETEBOr0 MAKeTa (peIieHue o
(GuIbTpaluy IPUHUMAETCSI HA OCHOBE CETEBBIX aIpECOB OTIIPABUTEIS U MOIydYaTels UM Ha
OCHOBE JIPYTUX SKBUBAJICHTHBIX aTpUOYTOB);

(UIBTPAIUIO TAKETOB CIY>KEOHBIX MPOTOKOJIOB, CITYKAIUX ISl TUATHOCTUKU U YIIPABJICHUS
paboTOM CEeTEeBBIX YCTPONCTB;

(bUIBTPAIUIO C YIETOM BXOJHOTO U BBIXOJHOI'O CETEBOr0 MHTEpdeiica Kak cpeaCcTBa MPOBEPKU
MOJJIMHHOCTHU CETEBBIX aJIPECOB;

(I)I/IJ'IBTpaL[I/IIO C yd€TOM JFO0BIX 3HAYMMBIX IOJICH CETEBBIX IMaK€TOB,

pEerucTpanuio 1 yuet GuibTpyeMbIX AKeTOB (B MapaMeTpbl pEruCTpalluy BKJIIOYAIOTCS ajpec,
BpeMs U pe3yNbTaT QUIBTPALINN);

UIECHTU(DHUKAITNIO U ayTCHTU(DUKAITUIO aIMUHUACTPATOPa MEKCETEBOT0 SKpaHa MPH €To
JIOKAJIBHBIX 3allpOcax Ha JOCTYII MO UASHTU(DUKATOPY (KOY) U MAPOII0 YCIOBHO-TIOCTOSTHHOTO
JICUCTBUS,

perucTpanuio Bxoa (BbIXo/1a) aAMMHUCTPATOPa MEXKCETEBOI0 IKpaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Ku M MHULMAIU3ALMHA CUCTEMBI U €€ IPOrPaMMHOI'0 OCTaHOBA (PErUCTpaLus BbIX0a
U3 CUCTEMBbI HE IPOBOJAUTCSA B MOMEHTHI allapaTypHOIro OTKJIFOUEHUSI MEKCETEBOI0 IKPAHA);
pETrUCTpaLUIO 3aIlycKa IPOrpaMM U IPOLECCOB (3aJaHui, 3a/1a4);

KOHTPOJIb LIEJIOCTHOCTH CBOEH MPOTrpaMMHON U MH()OPMAIIMOHHON YacTH;

BOCCTaHOBJIEHHE CBOMCTB MEKCETEBOT0 SKpaHa Mocie cO0eB U 0TKa30B 000PYIOBAHHUS;
periaaMeHTHOe TECTUPOBAHME Pealn3aliu MpaBuil GUIBTPALIUH, IPOIiecca PEruCTPaLuy,
nporecca UACHTH(PHUKAINY 1 ayTeHTH(PHUKAIINNA aIMIHUCTPATOPa MEKCETEBOTO dKpaHa,

MpolLecca PerucTpaluu 1eUCTBUN aIMUHUCTPATOPa MEKCETEBOI0 AKpaHa, Mpoiiecca KOHTPOIIS
3a [EeJIOCTHOCTHIO MPOTPAMMHON ¥ HH(POPMAITMOHHOW YacTH, IPOIEAYPHl BOCCTAHOBIICHHS.
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4. Metoabl ¥ ciocoOBI 3a1UTHI HH(POPMAIIUK OT HECAHKLIMOHUPOBAHHOT'O JI0CTYTIA,
oOecrneuynBatonye GyHKIUN YIIPABICHUS JOCTYIIOM, pErUCTpallii U ydeTa, o0ecreueHus
LEJIOCTHOCTU M 0€30MacCHOTO MEKCETEBOI0 B3aUMOACHCTBUS A1l MH(POPMALIMOHHBIX cCUCTEM |
KJ1acca.

4.1. s nHPOPMALIMOHHBIX CHCTEM

1 kymacca mpu OJTHOIIONIE30BATEIBCKOM PEXIME 00pabOTKH MEPCOHATBHBIX JAHHBIX
MPUMEHSIOTCS CIIeIYIOIEe OCHOBHBIE METO/IbI U CIIOCOOBI 3alUThI HHPOPMALIUU:

a) yrpaBJieHHE JOCTYIIOM:

I/I)ICHTI/I(i)I/IKaI_II/ISI " DpOBEpPKa NOAJTUMHHOCTH ITOJIB30BATEIA IIPHU BXOJAC B CUCTEMY I10 ITAPOJIIO
YCJIOBHO-IIOCTOSAHHOT'O JIEHUCTBUS JJIMHOM HE MEHEE IIECTH 6YKB6HHO-HH(prBBIX CHMBOIJIOB;

0) peructpauus 1 yyer:

perucTpanys BxoJa (BbIX0/1a) MOJIL30BATENs B CUCTEMY (M3 CHCTEMBI), THOO perucTparius
3arpy3Ku ¥ MHUITHATH3AIIH ONIEPAIIMOHHON CUCTEMBI U €€ POTrPaMMHOTO OCTAaHOBA.
Perucrpanus BeIX01a U3 CUCTEMbI WJIH OCTAHOBA HE MPOBOJIUTCS B MOMEHTBI allllapaTypHOTO
OTKJTFOUEHUSI HPOPMAITMOHHOHN CHCTeMEBI. B mapameTpax perucTpaiuy yKa3bplBalOTCs JaTa U
BpeMs BXoa (BBIX0/1a) MOJIH30BATENSA B CUCTEMY (M3 CHCTEMBI) WJIH 3arPy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTAT MOMBITKH BX0/1a (YCICIIHAS WK HeyCIIenTHAas ),

perucTpanys BelJa4u NeYaTHbIX (TpaduuecKix) JOKYMEHTOB Ha OyMaskHBIN HOCUTEIb. B
napaMeTpax PerucTpaliy yKa3bIBAIOTCS JlaTa U BpeMs Bblaun (0OpaIieHus K OJCHCTEME
BBIBOJIa), KPaTKOE COJIep KaHUe JOKYMEHTa (HAauMEHOBAHKE, BUI, KOJ), CIICIIU(UKALIUS
YCTpOKMCTBA BbIJa4M (JJOTUYECKOE UMsI (HOMED) BHEIITHETO YCTPOUCTBA);

YUE€T BCEX 3alIUIITACMBIX HOCHUTEICH I/IH(i)OpMaHI/II/I C MOMOIIBIO X MAPKHUPOBKU U 3aHECCHUC
YUYCTHBIX JaHHBIX B )KYpPHAJ YUCTa,

TyOMUPYIOMINN yUeT 3aIUIAEMBIX HOCUTENEeH NH()OPMAIINY;

ouncTKa (00HyIeHHe, 00e3TMYUBAaHUE) OCBOOOKIAEMBIX 001acTel OepaTUBHON MaMSITH
MH(OPMAIIMOHHOW CUCTEMBI M BHEIIIHUX HOCUTENICH HH(POPMAITUH;

B) o0ecrieueHne 1eTOCTHOCTHU:

o0ecrieueHne IeIOCTHOCTH NMPOTPAMMHBIX CPEJICTB CUCTEMBI 3aIUTHI IIEPCOHAIBHBIX TaHHBIX,
oOpabateiBaeMol HHGOpPMALINK, a TAK)KE HEM3MEHHOCTh IpOrpaMMHOii cpenbl. [Ipu aTom
LIE€JI0CTHOCTb IPOIPaMMHBIX CPEJICTB IPOBEPSIETCS MPU 3arpy3Ke CUCTEMBI IO HAJTUUUIO UMEH
(uneHTu(UKaTOPOB) KOMIIOHEHTOB CPEICTB 3alUThHI HHGOPMAIIUH, a LIETOCTHOCTD
MIPOTPaMMHOM cpelibl 00ecTieunBaeTcss OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPECTB
pa3paboOTKU U OTIAKH IPOTPAMM;

(u3nueckas oxpaHa TEXHUUECKUX CPEJCTB HH(OOPMALIMOHHBIX cUCTEM (YCTPONCTB U HOCUTENEeH
uHpOpMaILKN), IPeIyCMaTPUBAOIIAsl IOCTOSHHOE HAJIMYHE OXPAHbI TEPPUTOPUH U 3[1aHUS;
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NEPUOINYECKOE TECTUPOBAHNE (QYHKIIUI CUCTEMBI 3aIUThI IEPCOHANBHBIX TaHHBIX IPU
W3MEHEHUHU MTPOTPaMMHOM CPeJIbl M MOJIb30BaTeei HHHOPMAITMOHHONW CUCTEMBI C TIOMOIIBIO
TECT-IPOrPAMM, UMUTHUPYIOIIUX NONBITKK HECAHKIIMOHUPOBAHHOTO JOCTYIA;

HaJIMYMe CPEJCTB BOCCTAHOBIIEHHS CUCTEMBI 3aLIIUThI IEPCOHATBHBIX JaHHBIX,
MIpe1yCMaTPUBAIOLIUX BEJICHUE JIBYX KOIUN MPOrPaMMHBIX KOMIIOHEHTOB CPEACTB 3alUTHI
nHpOpMaINH, UX IEPHOANYECKOE OOHOBIEHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH.

4.2. J1ns nHPOPMAIIMOHHBIX CUCTEM

1 kyacca Ipyu MHOTOTIOIB30BATEILCKOM PEXKUME 00PaOOTKHU MEPCOHATBHBIX JIAHHBIX U PaBHBIX
HpaBax IIOCTyr[a K HUM HOHL3OBaTeHeﬁ HpI/IMeHSIIOTCH CJ'IG,[[yIOIJ_II/IG OCHOBHBIC ME€TOJbI U
CIocoObI 3aITUTHI UHPOPMAIIUHN:

a) yrpaBJeHHE JOCTYIIOM:

UACHTU(PUKAIUS U IPOBEPKa MOAJIMHHOCTHY MOJIB30BATEINSI IPU BXOJE B CUCTEMY I10
uAeHTUUKATOPY (KOAY) U HApOJII0 YCIOBHO-TIOCTOSIHHOTO JICHCTBUS JUIMHOW HE MEHee LIeCTH
OYKBEHHO-IIU(PPOBBIX CUMBOJIOB,;

UICHTH(PUKAIUS TEXHUISCKUX CPEJICTB MHPOPMAITMOHHBIX CUCTEM M KAaHAJIOB CBSI3U, BHEITHUX
yCTPOMCTB MH(OPMAIIMOHHBIX CHCTEM IO UX JIOTUYECKUM ajipecaM (HoMepam);

HJEeHTU(DHUKAIIMS TPOTPAMM, TOMOB, KaTajoroB, (GpaiioB, 3aucel, NoJIeH 3armmucei o uMeHaM;
0) peructpanus u y4er:

peructparius Bxoja (BbIXo/a) Mojab30BaTeNsl B CUCTEMY (U3 CUCTEMBI), TUO0 PErHuCTpalus
3arpy3k 1 MHUIIMATH3AIIHN ONEPAIIMOHHON CUCTEMBI U €€ MPOTrPaMMHOI0 OCTaHOBA.
Peructparnus BeIxo/1a U3 CUCTEMBI WJIM OCTAHOBA HE TPOBOJUTCS B MOMEHTHI alllapaTypHOTO
OTKJIFOUEHUSI ”HPOPMAIIMOHHOMN cHCTeMBI. B mapameTpax peructpanuu yKasblBaloTCs JaTa U
BpeMsi BXo/ia (BBIX0/1a) MOJIH30BATENS B CUCTEMY (M3 CUCTEMBI) WM 3arpy3KH (OCTaHOBA)
CUCTEMBI, pe3yJIbTAT MOMBITKU BXOa (yCTeNIHAs WM HeyCIeHasl ), uaeHTuGuKaTop (KO WIn
(haMuIHs) MOJIb30BATENS, IPEABIABICHHBINA IPU MOMBITKE AOCTYIIA;

perucTpanus BblJauy Ne4aTHbIX (rpaduuyeckux) T0KyMEHTOB Ha OyMaXkHbII HOcuTelb. B
napamMeTpax perucTpaliy yKas3bIBaloTCs JlaTa U BpeMsl Bbliaun (0OpaleHus K NoJACuCTeEME
BbIBOJIa), crieln(UKaIis yCTpOicTBa BbIjauu (JIOrHUECKOe UMsI (HOMEP) BHEIIHETO
YCTPOICTBA), KpaTKOE coJiepKaHue JOKYMEHTa (HAMMEHOBaHKe, BUJ, Up, Kox),
UACHTU(PUKATOP MOIB30BATENISA, 3alIPOCUBIIETO JOKYMEHT;

perucTparius 3amycka (3aBepiieHus ) MporpaMM U MPOIIECCOoB (3a1aHui, 3a/1a4),
IpeJHa3HauYeHHbIX JJI1 00paOOTKU MEepCOHANBHBIX JaHHBIX. B mapamerpax perucrpanuu
yKa3bIBAIOTCS JaTa U BpeMs 3amycka, uMs (MJ1eHTU(UKaTOp) IporpaMMel (Iiporecca, 3a1aHusl),
UACHTU(UKATOP MOJIb30BATENs, 3aPOCUBIIErO IIporpammy (Iporecc, 3aaHue), pe3yabTaT
3ammycka (yCHelIHbIi, HeyCTIeIIHbIN);

perucTparys NonbITOK AOCTYyIa IPOrPaMMHBIX CPEICTB (Mporpamm, MpoLeccoB, 3a1ay,
3aJjaHMii) K 3al1uIIaeMeiM ¢aitiam. B mapameTpax peructpaiyy ykas3blBaloTCs JlaTa U BpeMs
MOMBITKY AOCTYIA K 3alluiiaeMoMy (ailily ¢ ykazaHueM ee pe3ynbrarta (ycremtas,
HeycHelHas ), BACHTUPHUKATOP MOJIb30BaTeNs, Cel(UKanys 3amui@aeMoro daina;
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perucTpanus MOoIMbITOK JOCTYIIA IPOTPAMMHBIX CPCACTB K JOIMMOJTHUTCIIBHBIM 3alllUIIIaCMbIM
o0beKTaM JocTyna (TepMUHAIaM, TEXHHUYECKUM CPEICTBaM, y3JlaM CETH, TUHUSAM (KaHaJIaM)
CBsI3H, BHEIITHUM YCTpPOICTBaM, IporpaMmam, ToMam, Karajaoram, Qaiiiam, 3amucsm, moyisim
3anuceit). B mapameTpax peructpaiuy yka3pIBarOTCs JaTa M BPEMsI TIOTIBITKH JTOCTYTIa K
3aIIUIIaeMoMy OOBEKTY C YKa3aHHeM ee pe3yibTarta (yCIelHasl, HeycrenrHas ), iaAeHTUu(UKaTop
MOJIK30BATENS, CHIEIU(UKAINS 3aMUIIAEMOTO 00beKTa (JIoruuecKkoe uMs (HOMED));

yUeT BCEeX 3alllMIIaeMbIX HOCUTENEH HHPOPMAIK C TOMOLIbI0 UX MAPKUPOBKH U 3aHECEHUE
YUYETHBIX JIaHHBIX B KypHaJl y4eTa C OTMETKOI 00 ux Bblaue (mpueme);

DyOMUPYIOMKN y4YeT 3alIMIAeMbIX HOCUTEeNel nHpopMaIuu;

ouncTka (0OHyJIeHHe, 003 THIMBAaHNE) OCBOOOXK1aeMBIX 00JIaCTEH OMEepaTUBHON aMATH
MH(POPMAIIMOHHBIX CHCTEM M BHEIIHUX HOCUTeNeH HH(opMaIumy;

B) 00€CIICUCHHE IIEIOCTHOCTH:

o0ecrieyeHne 1eIOCTHOCTH NMPOrPaMMHBIX CPEJICTB CUCTEMBbI 3aLUThI IEPCOHANIBHBIX JaHHBIX,
oOpabatbeiBaeMol HH(GOpPMALINK, a TAK)KE€ HEM3MEHHOCTh IPOrpaMMHOi cpenbl. [Ipu 3Tom
LIEJIOCTHOCTb CUCTEMBI 3aIUTHI IEPCOHAJIBHBIX JAHHBIX IIPOBEPSAETCS IPU 3arPy3Ke CUCTEMBI 110
HaJU4Iuio UMEH (MACHTU(UKATOPOB) €€ KOMIIOHEHT, a IIEJIOCTHOCTh MTPOTPaAaMMHOM CpeJIbl
obecrieynBaeTcss OTCYTCTBHEM B MH(POPMALIMOHHOM CUCTEME CPEACTB Pa3pabOTKU U OTIAIKU
MIPOrpaMm;

¢u3nveckas OXpaHa TEXHHUECKUX CPEICTB MHPOPMALIMOHHOM CUCTEMBI (YCTPOMCTB U
HocuTesel nH(opMaIum), MpeaycMaTpUBAOLIas MOCTOSTHHOE HAJIMYUE OXPaHbl TEPPUTOPUU U
3/1aHUS;

MEPUOINYECKOE TECTHPOBaHNUE (PYHKIUI CHCTEMBI 3aIIUThI IEPCOHATBHBIX JAHHBIX MIPH
M3MEHEHHH IPOTrpaMMHOM Cpe/ibl U 10JIb30BaTee HHPOPMALIMOHHON CUCTEMBI C TOMOIIBIO
TECT-IIPOrPAMM, UMUTHUPYIOIINX NONBITKM HECAHKIIMOHUPOBAHHOTO JOCTYIIA;

HaJM4Yue CPEJCTB BOCCTAHOBJICHHS CUCTEMBI 3aLIUTHI IEPCOHAIBHBIX JAHHBIX,
IIpeycCMaTpUBAIOIINX BEJJCHUE ABYX KON MPOrpaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aIUTHI
UH(pOpPMALUU, UX IEPHOANYECKOE OOHOBIEHHUE U KOHTPOJIb pAOOTOCIIOCOOHOCTH.

4.3. 15 uHPOPMALMOHHBIX CHCTEM

1 kyacca mpu MHOTOIOJIB30BATEIBCKOM PEXUME 00pabOTKU MEPCOHANBHBIX JAHHBIX U PAa3HBIX
IpaBax JOCTYyIa K HUM I0JIb30BaTeJ e MPUMEHSIOTCS CIEIYIOIINE OCHOBHBIE METO/IbI U
CHOCOOBI 3aLTUTHI HH(POPMALIHH:

a) yIpaBJIeHUE TOCTYTIOM:

UACHTU(UKALMS U IPOBEPKA MOUIMHHOCTH 10JIb30BaTENS MPU BXOJIE€ B CUCTEMY 10
uACHTU(PUKATOPY (KOAY) U MAPOJII0 YCIOBHO-TIOCTOSTHHOTO JICHCTBHS JUIMHOW HE MEHEe 1IeCTH

OYKBEHHO-ITU(POBBIX CHMBOJIOB;

UIACHTU(PUKAIUS TEPMUHAIOB, TEXHUYECKUX CPEJICTB, Y3JIOB CETH, KAHAIOB CBSA3H, BHEITHUX
YCTPOMCTB 110 JIOTUYECKUM UMEHAM;
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UACHTH(UKAIUS TIPOTpaMM, TOMOB, KaTajoros, (paiyioB, 3amuceid, mosei 3anucei o MeHam,

KOHTPOJIb JOCTYIIA MOJIb30BATENEH K 3aIUIAEMbIM pecypcaM B COOTBETCTBUU C MaTPHIICH
JIOCTYTIa;

0) peructpanus u y4er:

peructpaius Bxoja (BbIXxoja) Mojab30BaTeNei B CUCTEMY (U3 CUCTEMBI), TUO0 perucTpanus
3arpy3k 1 HHUIMAIU3AIUHN ONEPAIIMOHHON CUCTEMBI U €€ MPOTrPaMMHOI0 OCTaHOBA.
Peructpanus BbIx0/1a U3 CUCTEMBI WM OCTAHOBA HE TPOBOJUTCS B MOMEHTHI allllapaTypHOIro
OTKJIFOUEHUSI ”HPOPMAILIMOHHOM crcTeMbl. B mapameTpax perucrpanuu yKasblBaloTcs JaTa U
BpeMs BXo/ia (BbIX0/1a) MOJIB30BATENS B CUCTEMY (M3 CUCTEMBI) UM 3arpy3KH (OCTaHOBA)
CHUCTEMBI, pe3yJIbTaT MOMBITKA BXoa (yCIeNTHas WK HEYyCIenTHas ), UACHTUDUKATOP (KO WITH
(haMuIIHs) TI0JTB30BATENIs, PEABSBICHHBIN MTPH MOTBITKE JOCTYIIA, KO WU Mapoib,
MPEIbABICHHBIN TPU HEYCTIEITHOMN MOMBITKE;

perucTparys Bbl1auu NeYaTHBIX (Tpad)uuecKux) JOKYMEHTOB Ha OyMa)kKHBIM HOCUTENh. B
napameTpax perucTpainy yKa3bIBarOTCS JaTa U BpeMsl BblAaun (0OpalieHus K OJCUCTEME
BBIBOJIA), CTICIM(UKAIINS YCTPOUCTBA BhIIauN (JIOTHYECKOE UMS (HOMEp) BHEITHETO
YCTPOMCTBA), KpaTKOE coJiepKaHue JOKYMEHTa (HAMMEHOBaHHe, BUJ, U(p, KOx),
UIACHTU(PUKATOP MOJIb30BATEIS, 3alIPOCUBIIETO JOKYMEHT;

perucTpanys 3amycka (3aBepleHys) IporpaMM IpoLeccoB (3aJaHui, 3a1a4), IPeIHA3HAYEHHBIX
11 00pabOTKM NepCOHANBHBIX TaHHBIX. B mapameTpax peructpainuu ykasbBatoTcs JaTa u
BpeMs 3arycka, UM (MAeHTU(PUKATOP) POrpaMMBlI (IIpoliecca, 3aaHus), nAeHTU(pUKaTOp
MIOJIb30BATEJIs, 3aPOCUBIIEr0 MporpaMMy (Ipolece, 3a/laHue), pe3yabTar 3amycka (yCHelHbli,
HEYCIIEUIHBIN);

perucTparys NonbITOK AOCTYyIa IPOrpaMMHBIX CPEICTB (Mporpamm, MpoLeccoB, 3a1ay,
3aJaHui) K 3aIluIIaeMbiM ¢aitiam. B mapameTpax peructpanuu yKa3blBalOTCs J1aTa U BpeMs
MOTBITKY AOCTYTIA K 3alluiiaeMoMy (aiiy ¢ ykazaHueM ee pesynbrara (ycneliHas,
HeyCHelHas ), HASHTUPHUKATOP MOJIB30BaTeNs, Crel(uKanys 3amuinaeMoro daina;

perucTpanys NOoNbITOK JOCTYIa IPOrPAMMHBIX CPEJICTB K JOTIOJIHUTEIBHBIM 3aLIUIAEMbIM
o0BeKTaM J0CTyma (TepMUHAIAM, TEXHUYECKUM CPEJCTBAM, y3JaM CETH, JIMHUAM (KaHaiaMm)
CBSI3U, BHELLTHUM yCTpPOICTBaM, MporpaMMam, ToMaM, KaTajoram, ¢aiiam, 3anucsm, nojsm
3anuceii). B mapameTrpax perucrpanuu yKa3blBaloTCs JjaTa U BpeMs HOMBITKH JI0CTyIa K
3alMIaeMOMy OOBEKTY C yKa3aHUEM ee pe3yibTara (yCHelHas, HeycneHas), HaeHTHPHUKaTop
0JIb30BaTeNsl, crienndukays 3amun@aemMoro oobekTa (Jiorudeckoe uMs (HoMep));

YUET BCCX 3alUIITACMBIX HOCHUTEICH I/IH(l)OpMaHI/II/I C MOMOIIBIO X MAPKHUPOBKU U 3aHECCHUC
YUYCTHBIX JaHHBIX B )KYpHaJ yUcCTa C OTMETKO# 00 HX BbIa4uc (aneMe);

ouncTKa (0OHYyJIeHHEe, 003 TUYMBAaHNE) OCBOOOXKIaeMBIX 00JIaCTEH ONepaTUBHON TaMSTH
MH(OPMAIIMOHHON CUCTEMBI U BHEIIIHUX HAKOIIUTEIICH;

B) 00€CIICUCHHE IIEJIOCTHOCTH:

o0ecrieyeHHe 1eIOCTHOCTH NMPOrPaMMHBIX CPEJICTB CUCTEMBbI 3alIUThI IEPCOHABHBIX JaHHBIX,
oOpabatbiBaeMol HH(pOpPMALIMH, a TAK)KE€ HEM3MEHHOCTh IPOrpaMMHOi1 cpenbl. [Ipu 3Tom
LEJIOCTHOCTh CUCTEMBI 3AILUTHI [IEPCOHAIBHBIX JAHHBIX IIPOBEPSETCS IIPU 3arPy3KE CUCTEMBI 110
KOHTPOJIBHBIM CyMMaM KOMIIOHEHTOB CUCTEMBI 3aLUThI, & EIOCTHOCTh IPOrPAMMHON Cpe/Ibl
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OGCCHC‘II/IBaCTCH HCIIOJIb30OBAHUECM TPAHCIIATOPOB C SA3BIKOB BBICOKOI'O YPOBHA U OTCYTCTBHUCM
cpeacTB MoauduKanuu 00bEKTHOTO KOJla MPOTpaMM B mpoliecce 00paboTKu U (M) XpaHESHUS
MePCOHATBHBIX JJAHHBIX;

¢u3nyeckas oXpaHa TEXHUUECKUX CPEACTB MHPOPMALIMOHHON CUCTEMBI (YCTPOMCTB U
HocuTeNel nHpOopMaIum), MpeayCMaTPUBAONIAs KOHTPOJIb AOCTYIAa B TOMEIICHHUS
IIOCTOPOHHUX JIUL], HAJIMYNE HAa/IEKHBIX NPEMATCTBUMN I HECAaHKLIIMOHUPOBAHHOIO
MIPOHUKHOBEHUS B IOMEILIEHUS U XpaHWJIHUILE HOCUTeNel nHopmaruu;

MEPUOINIECKOE TECTHPOBAHNE (PYHKITUI CHCTEMBI 3aIIUTHI TIEPCOHAIBHBIX TaHHBIX TIPU
M3MEHEHUH POTPaMMHOM Cpebl U TOJIb30BaTeNeH HHPOPMAITHOHHOM CHCTEMBI C TIOMOIIBIO
TECT-TIPOTPaMM, IMHTUPYIOIINX MOTBITKA HECAHKIIMOHUPOBAHHOTO JIOCTYIIA;

HaJIMYHMe CPEJCTB BOCCTAHOBICHHS CUCTEMBI 3aLIUThHI IEPCOHATBHBIX JaHHBIX,
IpeAyCMaTPUBAIONINX BEJICHNE JIBYX KOMHI MPOTPAaMMHBIX KOMIIOHEHTOB CPE/ICTB 3aIUTHI
uH(pOpMaIMHY, UX IEPUOANIECKOE OOHOBIEHHE U KOHTPOJIb PAOOTOCIIOCOOHOCTH.

4.4. Be3onacHoe MEXCETEBOE B3aMMOJICHCTBHE ISl HH(POPMALIMOHHBIX CUCTEM

1 kacca npu UX NOJKITIOUEHUH K CETSIM MEXIyHAPOAHOTO MH(OPMAIIMOHHOI'O OOMEHa
JOCTUTAETCS ITyTEM MPUMEHEHUS CPEICTB MEKCETEBOTO SKPAaHUPOBAHMUS, KOTOPBIC
00ecreunBaloT BBIIIOJIHEHUE CIEeTyIONMX (yHKINA:

(GUIBTpPANNIO HA CETEBOM YPOBHE JJISl KAXKIOTO CETEBOTO TIAKEeTa HE3aBUCUMO (pELIeHUE O
(GUIbTpaluy MPHHUMAETCSI HA OCHOBE CETEBBIX a/IpECOB OTIIPABUTEIIS U TIOTydaTeNs I Ha

OCHOBE JJPYTUX SKBUBAJIECHTHBIX aTpUOYTOB);

(GUIBTPALNIO TTAKETOB CIIYKEOHBIX IIPOTOKOJIOB, CIYXKAIUX JUIS JUATHOCTUKH U YIPABICHHS
paboTOil CEeTEBBIX YCTPONCTB;

(I)I/IJIBTpaI_[I/IIO C Y4€TOM BXOJHOT'O U BBIXOOIHOT'O CCTCBOI'O HHTep(I)eﬁca KaK CpCACTBa ITPOBCPKU
IIOAJIMHHOCTH CETEBBIX aAPECOB;

(UIBTPALIUIO C YUETOM JIFOOBIX 3HAUMMBIX TOJIEH CETEBBIX MMAKETOB;

(bunpTpaIuio Ha TPAaHCIIOPTHOM YPOBHE 3alPOCOB HA YCTAHOBJIEHNE BUPTYAJIbHBIX COCTMHEHUI
C YYETOM TPAHCIIOPTHBIX aJAPECOB OTIPABUTENS U MOJTydaTENs;

(GUIBbTpaLMIO Ha MIPUKJIATHOM YPOBHE 3alIpOCOB K MPHUKIIAJHBIM CEPBUCAM C YIETOM
MPUKJIIAHBIX aJPECOB OTIIPABUTEINS U MOJIy4aTeNs;

(UIBTPAIUIO C YISTOM JAThl U BPEMEHU;

aYTGHTI/I(l)I/IKaL[I/IIO BXOOAIIHUX U UCXOAAIHNX 3alIpOCOB MCTOAAaMH, yCTOfI‘-IPIBBIMPI K TaCCUBHOMY
1 (WIHM) aKTUBHOMY MPOCITYIITUBAHUIO CETH;

PETUCTPAINIO B y4eT QUIBTPYEMBIX MAKEeTOB (B TapaMeTPhl PETHUCTPAINN BKIFOUAIOTCS aIpec,
BpeMs U pe3yabTaT GUIbTPALUN);

pPErucTpanvio U y4€T 3aIIpOCOB Ha YCTAHOBJICHUEC BUPTYAJIbHBIX COC,Z[I/IHGHPlﬁ;



JIOKaJbHYI0 CUTHAJM3AIUIO MONBITOK HAPYILIECHHS MPaBUI QHIBTPALIUH;

UIACHTU(PUKAIUIO U ayTeHTH(PHUKAIIUIO aIMUHACTPATOPA MEKCETEBOT0 dKpaHa MpHU €ro
JIOKAJBHBIX 3aMpocax Ha JOCTYI M0 HACHTU(PHUKATOPY (KOAY) ¥ APOII0 YCIOBHO-TIOCTOSTHHOTO
JIEHCTBHUS,

[IPEeJOTBpallEHHE JOCTYya HEUACHTU(UIIMPOBAHHOTO MOJIB30BATENSI UM [10JIb30BATEI,
MOJUTMHHOCTH MJICHTH(PHUKAIINN KOTOPOTO MPH ayTeHTU()UKALMU HE TIOTBEPAIIACS,

UACHTU(DUKAIIIO U ayTeHTU()UKALUIO aIMUHICTPATOPa MEKCETEBOT0 dKpaHa IPH €ro
yJaJICHHBIX 3alIpOCcax METOAAaMH, YCTOHYMBBIMH K TACCHBHOMY M aKTHBHOMY IT€PEXBaTy
uHpOpMAIHH;

PEerucTpaIuio BXo1a (BbIX0/1a) aIMHHUCTPATOPa MEKCETEBOT0 IKPaHa B CUCTEMY (U3 CUCTEMBI)
100 3arpy3Ky U MHULMATIU3alUK CUCTEMBI M €€ IPOrPaMMHOI'0 OCTaHOBA (PErUCTpalvs BbIXOAA
U3 CUCTEMBI HE IPOBOJIUTCS B MOMEHTHI alllapaTypHOI'O OTKJIFOUEHUSI MEXKCETEBOI0 IKPAHA);

PETUCTpALHIO 3aIlyCcKa IPOrpaMM U IPOLECcCOB (3aJaHui, 3a/1a4);

PETUCTPALINIO JEHCTBHS aIMUHUCTPATOPa MEKCETEBOT0 3KpaHa 110 N3MEHEHHUIO TPABUIT
¢unpTpanuy;

BO3MOXXHOCTb IUCTAaHIIMOHHOTO YIIPABJIEHUS CBOMMHU KOMIIOHEHTAMH, B TOM YHUCJIE
BO3MOYXHOCTh KOH(PUTypUPOBaHUS (PUIBTPOB, IPOBEPKU B3aUMHOI COTIaCOBAaHHOCTHU BCEX
(GUIBTPOB, aHAIN3a PETUCTPALIMOHHON HH(OPMAIIIH;

KOHTPOJIb HECJIOCTHOCTHU CcBoeM HpOFpaMMHOﬁ u PIH(I)OpMElI.[HOHHOfI qacTu,

KOHTPOJIb HCJIOCTHOCTU HpOFpaMMHOﬁ n HHq)OpMaHHOHHOﬁ JaCTHU MCIKCCTEBOI'O 3KpaHa I10
KOHTPOJIbHBIM CyMMaMm;

BOCCTAaHOBJICHHE CBONCTB MEXKCETEBOI'O 9KpaHa IocCJIC c00EB U OTKA30B O60p}’l[0BaHI/ISI;

perjJaMeHTHOEe TECTUPOBAHHE PeaTn3aliy MpaBul GUIBTPALIUH, TPOIECCa PETUCTPALINH,
nporecca uASHTU(PUKAIUY U ayTeHTHU(PUKALMK 3alIPOCOB, Ipoliecca UACHTU(UKALUN U
ayTeHTU(UKAUN aIMIHUCTPATOPA MEKCETEBOT0, IKPaHa, MPOLIECCa PETUCTPAIINN JICHCTBHIMA
aIMHHHMCTpATOpPa MEKCETEBOI0 dKpaHa, IIPoLecca KOHTPOJIA 3a LEJIOCTHOCTHIO POTPAMMHOMN U
MH(OPMALIMOHHON YaCcTH, IPOLEAYPbl BOCCTAHOBJICHHUS.

5. AHanu3 3aIUIIEeHHOCTH ITPOBOIUTCS JUIsl pactpeieIeHHBIX HH(OPMAIIHOHHBIX CUCTEM U
MH(POPMALIMOHHBIX CHCTEM, ITOAKIIOYEHHBIX K CETAM MEKAYHAPOJHOI0 HHPOPMALIMOHHOTO
oOMeHa, MyTeM MCIOJIb30BaHUS B COCTaBe HH(OPMAIIHOHHON CUCTEMBI IPOTPAMMHBIX MITH
IIPOrpaMMHO-aINapaTHBIX CPEJICTB (CUCTEM) aHAIN3A 3aLIUILEHHOCTH.

Cpenctsa (cucTeMbl) aHAIIH3a 3aMIMIIIEHHOCTH TOJDKHBI 00€CIICUNBATh BOSMOKHOCTD BBISIBIICHUS
YS3BUMOCTEH, CBA3aHHBIX ¢ OIIMOKaMU B KOH(UTYpalluH IPOrPaMMHOI0 00ecreueHHs
MH()OPMAIIMOHHOW CHCTEMBbI, KOTOPBIE MOTYT OBITh HCIIOJIb30BaHbI HAPYIIUTEIEM JUIs
peanu3aluy aTakyd Ha CUCTEMY.

6. OOHapyxeHHe BTOPKEHUN MPOBOAUTCS AJIs1 MHPOPMALIMOHHBIX CUCTEM, MOJKIIOUEHHBIX K
CETSIM MEXIYHapOJHOT0 UH(POPMAIIMOHHOTO 0OMEHA, TyTeM UCIOJIb30BaHUS B COCTABE
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MH(POPMAIIMOHHOHN CHCTEMBI IPOrPaMMHBIX WIIM IPOTPaMMHO-AIIapaTHBIX CPEACTB (CHCTEM)
0OHapy>KeHHS BTOP)KEHUH.

7. Ang nadopMallMOHHBIX cucTeM | Kilacca MpUMEHsETCsl IporpaMMHOE 00ecIiedeHUEe CPEICTB
3alUThl HH(OPMAIMH, COOTBETCTBYIOIIEE 4 YPOBHIO KOHTPOJISI OTCYTCTBUS
HEJEKJIapUPOBAHHBIX BO3MOXKHOCTEM.



